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Motivation

= Transmission Control Protocol (TCP) is the most widely
used transport protocol in wireline networks:

= It carries 95% of Internet traffic
= TCP is suitable for data applications

= Important to support application over wireless and
wireline links:

= laptops, PDAs, data-capable cell phones, 3G devices

= Mobile devices require TCP features similar to wireline
networks

= TCP in wireless environment demands special attention
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CP

= Transport protocol
= Typically designed for wireline networks

= Essential: ACK paced transmission, window management,
and timer based retransmission

= Services:

reliability

congestion control
connection management
flow control
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CP: congestion control
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cwnd: congestion window
rwnd: receiver’s advertised window
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CP: congestion control

= Monitor packet losses:
= 3-duplicate ACKs, retransmission timeouts
= due to congestion in network
= Congestion control:
= congestion windows (cwnd) size decreases
= amount of data sent into network decreases
= sending window = min (cwnd, rwnd)
= throughput decreases

=nl
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i Wireless network: architecture '
= Conventional cellular networks and wireless LANs (WLANS)
= Assumption: MHs are connected to BS connected to a
wireline Internet
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MH: mobile host

BS: base station

FH: fixed host
BSS/Cell

BSS: infrastructure

basic service set
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i Wireless network: properties

= Properties:
= high bit-error rate (BER): random loss

= bursty traffic: mixed voice/data, channel access
asymmetry

« disconnections: handoffs, interferences
= Impact on TCP:
« fast retransmit, timeouts, large and varying delay
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CP performance: link error

= Unable to differentiate packet losses caused by congestion
from link errors

= Assumes that packet loss is due to congestion and
resolves it by decreasing sending rate

= In wireless networks:

= high probability of packet loss caused by transmission
error

= [emporary
= network can recover itself
= congestion control degrades TCP performance
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Solutions

= General approach:

= hide error losses from the sender

= Inform the sender of the cause of packet loss
= Specific designs:

= split-connection: I-TCP, M-TCP

= link layer solution: Snoop

= end-to-end: WTCP, TCP-Jersey

=nl
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TCP performance: znl,
large sudden delay and delay variation

= Large sudden delay and delay variations are caused by:

= wireless link properties: limited bandwidth,
randomness of wireless channel

= protocols: link layer or media access control (MAC)
retransmission schemes

= queuing algorithms

= device mobility

= handoffs

= different traffic priorities
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Large sudden delay and delay variatiori:nl
adverse effects

= TCP does not react well to large sudden delay and delay
variations on links

= Delay variation causes:
= Spurious fast retransmit
= packet reordering
= TCP receives 3-duplicate ACKs
= ACK compression
= TCP sender receives accumulated ACKs

= Increases traffic burstiness and the chances of
bursty packet losses, congestion
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Large sudden delay and delay variatio ':r-
adverse effects

/

= Large sudden delay causes:
= ACK compression
= Spurious timeouts

= TCP’s RTT prediction cannot react fast enough to
the sudden delay change

= Spurious fast retransmit
= triggered by TCP’s retransmissions after timeouts
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ns-2 simulations

=nl

= Large sudden delay -> spurious timeout -> retransmission ->

duplicate ACKs (spurious fast retransmit) -> longer delay
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Roadmap

= Proposed algorithm: Packet Controller
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Design goals

= We consider wireless link characteristics:
= large sudden delay and delay variation
= handoff or short disconnections
= The approach is to introduce minimum changes in TCP:
= Simple to implement
= easy to deploy
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Proposed algorithm: ACK filter
spurious fast retransmission

\
Wireless .
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FH

Wireline

P
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BS

Modify BS link layer
Consist of ACK filter and Data filter

ACK filter:
= Performs packet control for delay variation
= redefine “3-dup ACK” threshold used to detect packet

losses (dupAckThresh)
= filters duplicate ACKs
17
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Implementation: ACK filter
= ACK packet received from MH to FH

/i F ackNo < lastWirelessAck
F ackNo = lastWirelessAck T

lastWirelessAck = ackNo numOfLastDupAck =
numOfLastDupAck = 0 numOfLastDupAck + 1

Calculate next duplicated ACK
" to send (nextDupAckToSend) | T

numOfLastDupAck = 0 or
numOfLastDupAck >= nextDupAckToSend

Drop ACK Forward ACK Drop ACK

August 24, 2006 TCP Packet Control for Wireless Networks 18



Proposed algorithm: Data filter znl,
spurious timeouts

= ldea: prevent chain reaction caused by spurious timeouts
= unnecessary packet retransmission
= Spurious fast transmission

= For every data packet received from FH:
= Case 1: new packet. Forward to MH.

= Case 2: packet is a retransmission,
but has not been ACKed

= handle it as in Case 1
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Proposed algorithm: Data filter

= Case 3: packet is a retransmission and has been
ACKed

= store the last ACK sent to FH (lastAckSent)

= compare lastAckSent with the segno of packet
received

= If packet is ACKed, drop the packet: avoids
additional DUPACKSs, reduces response time and
saves scarce wireless bandwidth

= to consider the case when ACK packet is really lost
on wireline link, for every 2 retransmissions of the
same segment, send an ACK from BS
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Implementation: Data filter

= Data packet received from FH to MH:
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seqno <= lastWirelessAck T

5

stRetransWiredDataP

Insert into IstRetransWiredDataPkt

F m_iNumOfRtm = 1

Segment in

1
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P Forward segment
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The remainder of
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F
v

Generate a new ACK with ACK number = segno

Forward ACK to FH

S
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Design approach

= TCP option, as opposed to end-to-end solution:

= TCP is the most successful and tested transport
protocol

= Wwireless links require services similar to those provided
by TCP in wireline links

= any new protocol would require thorough validation
and would face difficulties of deployment in the
existing network

= Introduced ACK/Data “queue” in BS does not require
much memory storage
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Design approach 2

= Proposed design has small impact on handoff operations
= Example:

= Snoop requires implementation of a data packet queue
In BS, which needs to be transferred to the next BS
during handoffs

= this additional memory transfer increases handoff time
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Simulation setup

= Simulator: ns-2.26 (old version number ns-2.1b10)
= OS: RedHat Linux 9
= Network setup

. \\'
_____________ >

FH BS MH
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Scenario 1: delay variation

= Scenario: delay variation with small delay
= FTP data is sent from FH to MH for 20 sec
= [TCP Reno
= TCP data packet size: 1040 bytes (default in ns-2)
= link FH-BS:
= link capacity: 1 Mbps, 5 ms delay
= queue: DropTall
= link BS-MH:

= link capacity: 250 Kbps, around 170 ms of variable delay,
delay variation simulated since time 0.5 sec

= queue: DropTall
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ns-2 simulations: cwnd reductions

= Larger dupAckThresh results in smaller cwnd reductions
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ns-2 simulations: cwnd

= Larger dupAckThresh results in higher cwnd
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ns-2 simulations: goodput

= Larger dupAckThresh results in higher goodput
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Scenario 2: spurious timeouts

= Scenario: sudden large delay

= configurations as in Scenario 1, but with a large delay
at time 5 sec. Delay lasts for 6 sec.

= Purpose: to investigate how TCP reacts to sudden large
delay increase and how Packet Controller may help
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ns-2 simulations: ack, cwnd, seqno

=nl

= Large sudden delay -> Spurious timeout -> retransmission ->

duplicate ACKs (spurious fast retransmit) -> longer delay
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ns-2 simulations: goodput

= Higher goodput is achieved with Packet Control
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Conclusions

= Contribution: proposed packet controller successfully
reduces spurious fast retransmit and spurious timeouts
caused by delay variation and large sudden delay in
wireless link

= TCP goodput increased over 60% in the simulation
scenario 1 (the exact improvement is highly depended on
actual link characteristics)

= Adverse effect of chain reaction of spurious timeout is
reduced and TCP performance is improved
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Conclusions 2

Proposed algorithm is easy to implement and deploy
= Mmodifications is required only in BS

Proposed algorithm does not change TCP’s congestion
control semantics for end users

= it should not pose restriction on future TCP evolution
Has small impact on handoffs
TCP aware, may not work for encrypted headers
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Future work

= Existing algorithm improvement

= More accurate traffic delay generator in simulations
= Multiple connection scenario

= Reduce ACK compression

= Detect long sudden delays at BS to adjust data packet and
ACK sending rates.
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TCP: RTT, RTO, and Karn’s algorithm

= RTO is calculated based on RTT and RTT deviation
= Karn’s algorithm:
= sample RTT: sampleRtt is measured for data packets
= smoothed RTT:
srtt = (1 — g) * srtt + g * sampleRTT
= Mmean deviation:
rtttvar = (1 — h) * rtttvar — h * | sampleRTT — srtt |
recommended values for g, h
g=1/8=0.125,h =% =0.25
= RTO = srtt + 4 rttvar

=nl
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i Split connection: I-TCP

application applicationss application _
?transnurt transport transport
_network network |- network
link § link | link
physical ITCP physmal ; _i TCP physical

peemem=m s 2T T “retransmission=

Wireless . Wireline u

Connection is split at BS

Two connections established, both use TCP
BS acknowledges packet when it arrives
Retransmission between BS and MH
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I-TCP (2)

= Advantages:
= no changes in FH
« connection in wireless links can be optimized
= faster recovery due to smaller RTT
» hide wireless losses, no congestion control at the sender

= Disadvantages:
« lost TCP’s end-to-end semantics
= high latency on BS due to overhead of two connections
« buffer required for every connection, higher handoff latency
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Link Iayer solution: Snoop

________________________________

g appllcatmn E_EM application
transport transport transport
_network j _network i network
link link - link
physical i Tcp  :physical TT TCP physical

“refransmission=

B e
MH Wireless ireline

BSs FH

= Design for high BER
= Modification in BS:

« monitors packets in both directions
= cache data packet

« detect dup-ACKs, perform local retransmission between BS-MH
= hide dup-ACK from FH, prevent fast retransmit
= SACK on MH is used when traffic is sent from MH to FH

August 24, 2006 TCP Packet Control for Wireless Networks

45



iSnoop (2)

= Advantages:
=« nho changes in FH
= hide wireless losses, no congestion control at the sender
« [CP end-to-end semantics is preserved
= faster recovery due to local retransmission
= typically better throughput than split-connection solution

= Disadvantages:
=« [CP-aware
« does not work for encrypted headers
= per-connection buffer required
=« not much improvement for reverse traffic (MH to FH)
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End-to-end: WTCP

application 1 application _application .

transport transport transport |

_network network network |

ik | link link |

physical ey [physical | e physical [
MH Wireless . Wireline u

BS FH
=« Similar connection management as in TCP
« Congestion control:
= rate-based transmission

= congestion is detected by inter-packet separation at the
receiver

= Receiver does most of the computations for congestion control
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*WTCP (2) T

= Advantages:

in general, it can be effective with a sophisticated protocol
handles packet losses by both causes

rate-based congestion control suitable for bursty losses in
wireless links

detects congestion at the receiver, reduces effect of path
asymmetry

= Disadvantages:

August 24, 2006

modification in both MH and FH
computations in the receiver consume power

congestion detection using inter-packet separation is
questioned when bottleneck is not a wireless link

[Stojmenovic, 2002]

current error categorization in WTCP may have problems as
reported in several studies [Stojmenovic, 2002]
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