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Organiza8onal'items'

•  Assignment'3'–'will'be'posted'by'the'end'of'
this'week,'due'in'week'13'

•  Quiz'this'week'–'op8onal''
– Will'replace'one'of'your'lowest'marks'in'the'other'
quizzes'

– Will'contain'ques8ons'from'all'course'content'

2'



Final'exam'–'December'16,'2011,'8:30'–'11:30'
•  Closed'book'exam'

•  Ques8ons'from'the'en8re'course'content'
–  Lectures'
–  Workshops'
–  Assignments'

•  You'will'not'be'given'to'write'code'from'scratch,'or'draw'circuits'–'
however'you'will'be'asked'to'explain'or'modify'the'func8onality'of'
a'given'circuit'or'code'

•  No'mul8ple'choice'ques8ons'
•  The'exam'has'three'parts,'corresponding'to'three'parts'of'the'

course'
–  1.'Technological'systems'–'computer'systems'
–  2.'Sensors,'Arduino,'Processing'
–  3.'Networking'

•  Help'available'in'office'hours'in'the'week'before'the'exam')'TBA'
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Final'exam'ques8ons'
•  Will'ask'you'to'explain'/describe'various'topics'from'the'course'

–  For'example:''
•  explain'the'piezoelectric'effect'and'how'it'is'used'in'sensors'
•  Describe'the'von'Neumann'computer'architecture'(each'
component)'

•  Describe'the'characteris8cs'of'the'UDP'protocol'

•  Explain'and/or'modify'given'code'–'Processing,'Arduino'

•  For'a'given'circuit,'explain'the'func8onality,'calculate'some'values,'and'
maybe'modify'the'circuit'
–  For'example:''

•  circuit'containing'a'voltage'divider'–'calculate'voltage'
•  Series/parallel'circuits'–'calculate'equivalent'resistance'
•  Circuits'containing'sensors'–'modify'the'circuit'
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Project'–'Milestone'4'

•  Posted'on'webct''

–  In)class'project'presenta8on'and'demo,'each'team'

– Final'project'report'and'code'
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Networking'

•  Network'organiza8on'

•  Network'iden8fica8on'

•  Protocols'in'networking'
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Network'organiza8on'
•  Examples'of'networks:''
–  Two'computers'linked'together'
–  Computers'adached'to'the'internet'
– Machines'connected'to'a'wireless'router'

•  Common'characteris8cs'of'all'networks:''
– Machines'on'the'the'network'need'to'be'iden%fiable'to'
each'other'and'themselves'

– Machines'need'to'know'how-to-connect-with'one'another'
– Machines'need'to'know'what-protocol-the'other'machines'
are'using'
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Network'iden8fica8on'

•  Over'a'network,'all'the'machines'are'iden8fied'by'
their'Internet-Protocol-(IP)'addresses.''

•  Mac'OS'X:''Preferences'/'Network'

•  Windows:'Control'Panel'/'Proper8es'/'Manage'
Network'Sefngs'

•  Sample'IP'address:'192.168.0.25''

8'



Addressing'
•  In'order'for'an'applica8on'on'one'machine'to'send'a'

message'to'an'applica8on'on'another'machine,'the'sending'
applica8on'must'iden8fy'the'receiving'applica8on.'

•  To'iden8fy'the'receiving'applica8on,'one'must'typically'
specify'two'pieces'of'informa8on:''
–  The'name'or'address'of'the'host'machine'
–  The'iden8ty'of'the'receiving'process'on'the'des8na8on'host''

•  Receiving'process'='applica8on'

•  The'des8na8on'host’s'address'is'specified'by'its'IP'address'
and'the'applica8on'is'specified'by'the'port'number.'

9'



Ports'
•  A'computer'has'a'single'physical'connec8on'to'the'network.'

All'data'des8ned'for'a'par8cular'computer'arrives'through'
that'connec8on.''

•  The'data'may'be'intended'for'different'applica8ons'running'
on'the'computer.'The'computer'knows'to'which'applica8on'to'
forward'the'data'through'the'use'of'ports.'

•  The'computer'is'iden8fied'by'its'32)bit'IP'address,'which'IP'
uses'to'deliver'data'to'the'right'computer'on'the'network.'
Ports'are'iden8fied'by'a'16)bit'number.'
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Analogy'
•  IP'addresses''='street'address'of'an'apartment'building'

•  Port'number'=''the'number'of'a'par8cular'apartment'
within'that'building.''

•  If'a'leder'(a'data'packet)'is'sent'to'the'apartment'(IP)'
without'an'apartment'number'(port'number)'on'it,'then'
nobody'knows'who'it'is'for'(which'service'it'is'for).''

•  In'order'for'the'delivery'to'work,'the'sender'needs'to'
include'an'apartment'number'along'with'the'address'to'
ensure'the'leder'gets'to'the'right'domicile.'
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Ports'
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Ports'
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Applica8ons'

•  Computer'programs'running'on'network'
adached'computers'
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Structure'of'a'network'applica8on'
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Structure'of'a'network'applica8on'
•  User-interface:'allows'the'user'to'invoke'and'
control'applica8on'func8onality'

•  Applica%on-logic:'the'sokware'code,'processing'
instruc8ons'that'provide'func8onality'

•  Applica%on;level-protocol:'define'the'format'and'
order'of'the'messages'exchanged'between'
processes,'as'well'as'the'ac8ons'taken'on'the'
transmission'or'receipt'of'a'message'''
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User'interface'

•  The'user'interface'is'an'interface'between'the'
user'and'the'network'applica8on'

•  Examples:''
– Web'browser’s'interface'
– Electronic'mail'applica8on'(the'user'interface'is'a'
‘mail'reader’)''
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Applica8on)Level'Protocols'

•  Define:''
–  The'types'of'messages'exchanged:'e.g.,'request'and'
response'messages'

–  The'syntax'of'various'message'types,'that'is,'the'fields'in'
the'message'and'how'the'fields'are'delineated'

–  The'seman8cs'of'the'fields'–'the'meaning'of'the'
informa8on'in'the'fields'

–  Rules'for'determining'when'and'how'a'process'sends'
messages'and'responds'to'messages''
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Communica8on'mode'

•  Two'network'processes'can'communicate'as:'

– client/server'

– peer)to)peer'
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Client)server'communica8on'
•  Communica8on'is'asymmetrical,'the'client'
program'is'different'from'the'server'program'

•  The'server'provides'a'service'to'the'client'

•  It'is'usually'the'client'who'ini8ates'the'
communica8on'or'transac8on'

•  A'server'can'be'communica8ng'to'mul8ple'
clients'at'the'same'8me''
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Peer)to)peer'communica8ons'
•  Communica8on'is'symmetrical,'and'the'two'
communica8on'processes'are'based'on'the'same'
applica8on'program'

•  Either'end'can'ini8ate'communica8on'or'transac8on'

•  Examples:'some'chat'programs'

•  One'peer'can'be'communica8ng'to'mul8ple'peers'at'
the'same'8me'
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Network'Applica8on'Programming'
Interface'(API)'

•  In'order'for'two'applica8ons'to'communicate'across'
the'network,'the'opera8ng'system'provides'an'
applica8on'programming'interface'(API)'to'allow'
applica8ons'to'invoke'network'services.''

•  In'modern'opera8ng'systems,'the'network'API'is'
known'as'the'“Socket'API”.'

•  In'essence,'the'two'processes'communicate'with'each'
other'by'sending'and'receiving'messages'through'their'
sockets.''
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Socket'

•  A'socket'is'one'end)point'of'a'two)way'
communica8on'link'between'two'programs'
running'on'the'network.'

•  An'endpoint'is'a'combina8on'of'an'IP'address'
and'a'port'number.'
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What'data'is'being'sent'over'the'
Internet?''

•  Packets-

•  Packet'='the'data,'broken'into'smaller'pieces,'
for'easier'sending'

•  A'way'of'seeing'this'at'work'is'through'the'
ping'command'
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Characteris8cs'of'a'Client'
•  Sends'the'request'

•  Ini8ates'requests'

•  Waits'for'and'receives'replies'

•  Usually'connects'to'a'small'number'of'servers'at'
one'8me'

•  Typically'interacts'directly'with'end)users'using'a'
graphical'user'interface'
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Characteris8cs'of'a'Server'
•  Receiver'of'request'which'is'send'by'client'is'known'as'

server'

•  Passive'

•  Waits'for'requests'from'clients'

•  Upon'receipt'of'requests,'processes'them'and'then'serves'
replies'

•  Usually'accepts'connec8ons'from'a'large'number'of'clients'

•  Typically'does'not'interact'directly'with'end)users'
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HTTP'
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Network'Layering'
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Protocols:'TCP'and'UDP'
•  When'you'write'Java'programs'that'communicate'over'
the'network,'you'are'programming'at'the'applica8on'
layer.''

•  Typically,'you'don't'need'to'concern'yourself'with'the'
TCP'and'UDP'layers.'

•  Instead,'you'can'use'the'classes'in'the'java.net'
package.'These'classes'provide'system'independent'
network'communica8on.'However,'to'decide'which'
Java'classes'your'programs'should'use,'you'do'need'to'
understand'how'TCP'and'UDP'differ.'
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TCP'and'UDP'
•  UDP''='User'Datagram'Protocol'

•  TCP'='Transmission'Control'Protocol'

•  When'a'developer'creates'a'new'applica8on'for'the'
Internet,'one'of'the'first'decisions'that'the'developer'
must'make'is'whether'to'use'UDP'or'TCP'

•  Each'of'these'protocols'offers'a'different'service'model'
to'the'applica8ons.''''
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UDP'Services'
•  Lightweight'transport'protocol'with'a'minimalist'service'

model'

•  Connec%onless,'no'handshaking'before'the'two'processes'
start'to'communicate'

•  UDP'provides'an'unreliable'data'transfer'service.'When'a'
process'sends'a'message'into'a'UDP'socket,'UDP'provides'no'
guarantee'that'the'message'will'ever'reach'the'receiving'
socket'

•  Messages'that'do'arrive'to'the'receiving'socket'may'arrive'out'
of'order.' 43'



UDP'Services'
•  UDP'does'not'include'a'flow'control'or'conges8on'control'

mechanism,'so'a'sending'process'can'pump'data'into'a'UDP'
socket'at'any'rate'it'pleases.'Although'all'the'data'may'not'
make'it'to'the'receiving'socket,'a'large'frac8on'of'data'may'
arrive.''

•  Because'UDP'does'not'use'acknowledgments'or'
retransmissions'that'can'slow'down'the'delivery'of'useful'
real)8me'data,'developers'of'real)8me'applica8ons'oken'
choose'to'run'their'applica8ons'over'UDP.''

•  UDP'provides'no'guarantee'on'delay.''
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TCP'Services'
•  The'TCP'service'model'includes'a'connec%on;oriented-
service-and'a'reliable'data'transfer'service.'When'an'
applica8on'invokes'TCP'for'its'transport'protocol,'the'
applica8on'receives'both'of'these'services'from'TCP.''

•  Connec8on)oriented'service:'TCP'has'the'client'and'
server'exchange'control'informa8on'with'each'other'
before'the'applica8on)level'messages'begin'to'flow.'
This'so)called'handshaking'procedure'(part'of'the'TCP'
protocol)'alerts'the'client'and'server,'allowing'them'to'
prepare'for'a'transfer'of'packets.'
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TCP'Services'
•  Aker'the'handshaking'phase,'a'TCP'connec8on'is''said'
to'exist'between'the'sockets'of'the'two'processes.'The'
connec8on'is'a'full)duplex'connec8on,'in'that'the'two'
processes'can'send'messages'to'each'other'over'the'
connec8on'at'the'same'8me.''

•  When'the'applica8on'is'finished'sending'messages,'it'
must'tear'down'the'connec8on.'The'service'is'referred'
to'as'“connec8on)oriented”'(or''a'“virtual'circuit”'
service),'because'the'two'processes'are'connected'
end)to)end'in'a'very'loose'manner'without'any'
support'from'the'intermediate'nodes.''
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TCP'services'
•  Reliable'transport'service:'The'communica8ng'processes'

can'rely'on'TCP'to'deliver'all'the'messages'sent'without'
error'and'in'the'proper'order.'When'one'side'of'the'
applica8on'passes'a'stream'of'bytes'into'a'socket,'it'can'
count'on'TCP'to'deliver'the'same'stream'of'data'to'the'
receiving'socket,'with'no'missing'or'duplicate'bytes.'

•  TCP'includes'an'end)to)end'flow'control'mechanism,'which'
regulates'sender'transmission'based'on'the'availability'of'
receiving'buffer.'

•  TCP'also'includes'a'conges8on'control'mechanism.'''
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Network'programming'
•  An'applica8on'can'open'a'UDP'socket'or'a'TCP'
socket.''

•  The'TCP'socket'gives'transport)level'connec8on)
oriented'reliable'byte)stream'service'to'the'
applica8on.'

•  On'the'other'hand,'the'UDP'socket'provides'
transport)level'connec8onless'unreliable'
datagram'service'to'the'applica8on.''

48'



•  Next'week:'Network'programming'
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Thank'you'

Ques8ons?'
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